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2. VOLUME Il - TECHNICAL PROPOSAL

A. PROJECT UNDERSTANDING

The bidder should provide narrative describing their understanding of the NSP MSS
modernization project. An explanation of how the proposed solution addresses the issues and
opportunities outlined in the RFP should be included.

Datamaxx Response: Datamaxx understands the scope and implementation of the system.

Datamaxx also understand the criticality of the implementation overall, including the project
management and reporting requirements.

There are several stringent requirements in this specification, especially when it comes to the
disaster recovery functionality. In creating this response Datamaxx considered very carefully the
approach to the Disaster recovery, not only from the functional point of view but from the overall
perspective of what would be the best for the State. These considerations had an impact on the
overall architecture, as will be explained in this section.

Datamaxx has provided the system for many years and while conceptually the new system will
appear identical to the users (while providing new functionality), the implementation will require
careful thought and architecture.

The first decision point is “where the system resides”, and we considered two potential options
for the location of the system.

1. A commercial cloud provider, such as Microsoft Azure, and
2. The Datamaxx Secure network operations center (NOC)

In this proposal, the primary system will reside in the Datamaxx Network Operations Center
(NOC) and the Disaster Recovery will be hosted at the Nlets NOVA hosting center in Phoenix,
Arizona, as shown below.
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Using the Datamaxx NOC as the primary and Nlets as the disaster recovery site provides several
advantages, and the reasons for this decision are as follows:

e The Datamaxx NOC already has hosted state systems that use NCIC and Nlets. The
primary, dedicated connection between the Datamaxx NOC and the Nebraska network
will need to be established, but the communications circuits for NCIC and Nlets are
already in place and the accompanying equipment (secure routers, encryption hardware,
etc.) are installed in the NOC and available to Datamaxx personnel.

This avoids the risk of having NCIC and Nlets circuits terminate and be managed inside a
commercial hosting service. There is a concern that the commercial service staff may not
be fully aware of the criticality of these interfaces and may not have the necessary
knowledge of their operation, whereas the Datamaxx staff have immediate accessibility.

e Both the State and Datamaxx already have communications circuits to Nlets. Thus, the
network paths are already in place when the Disaster Recovery system needs to be
activated. This eliminates any risk from the backup network paths that must be in place
at a commercial hosting service and may be rarely used and thus may not have complete
attentions from the commercial staff, when the switch to the Disaster recovery site be
needed.

Effectively, everything is managed at a single point of contact with Datamaxx personnel available
24 hours a day.
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The switch, hot files and interfaces to NCIC and Nlets will reside in the Datamaxx Secure Network
center. State data sources (e.g. DMV, Patrol Criminal History, etc.) will not be relocated or
modified, as they are outside the purview of the State Patrol in all cases, except for PCH.

Also, it cannot be assumed that these data sources will make any changes to allow connectivity
from domains outside of the control of the State. Such changes are out of the control of the State
Patrol and would affect the schedule of this implementation and thus must not be considered.

Another consideration is that there are client systems, such as the batch processes for uploading
inputs from other organization’s and interfaces from remote systems, such as those used by city
and county systems. These cannot be expected to make any modifications, except for normal
configuration changes, such as an IP address. The external agencies that feed these processes are
also outside of eth control of the State Patrol and thus cannot be relocated.

In order to address these issues, Datamaxx provides a hybrid model that places all components
in the cloud, but allow the State data sources and clients to operate as they were before, with no
changes, except for a potential configuration change for client interfaces.

In order to address these issues, Datamaxx provides a hybrid model that places all components
in the cloud, but allow the State data sources and clients to operate as they were before, with no
changes, except for a potential configuration change for client interfaces. The final determination
of the network paths and connections will be determined during the project design and
configuration.

Datamaxx has a strategy that has been implemented for the other systems that operate from the
Datamaxx NOC but access state data sources that has been well proven.

The data sources are accessed by local services, should these data sources have restrictions on
the network points from which they can be accessed. If an individual data source can be
configured to accept communications from a remote system in the NOC via a secure connection,
then the interface will be located in the NOC. If the data source requires access from a local point
(e.g. the DMV system that is hosted by the State OCIO) then the interface will be installed locally
in order to protect that access.

This approach allows a “mix-and-match’ approach depending on the data source involved.

Importantly, the data sources are not impacted, and are unaware of the changes that may have
been made to the location of the message switch itself. This uses the network infrastructure as
described in this proposal. No changes to the data streams are required.

For the client implementations (such as the batch processes), these can be configured to access
the NOC via a secure connection or via an intermediate service provided by Datamaxx. This will
preserve the integrity of the operations and the external entities that feed the batch processes
(and receive and process responses) will be unaffected.
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This hybrid strategy has already been deployed in 2 other State systems, and has been operating
for 22+ months now in a full production environment. This approach reduces risk as it has the
flexibility to adapt to the existing implementations that are external to the current message
switch, without requiring changes to them.

The strategy that is proposed will provide the State with the best balance of cost, reliability and
maintainability.

Datamaxx understand clearly the implementation, as similar implementations in the Datamaxx
Cloud, including hot files, are operating and have been operating in production for several years.

B. PROPOSED SYSTEM DESIGN

The bidder should include a proposed design solution within the proposal. The design solution
should be described in detail to demonstrate that the proposed design meets the requirements
of the RFP. There is no minimum degree of detail required.

The bidder should identify the major subsystems or components (e.g., configuration items) that
compose the proposed system architecture. The bidder should discuss how each major
subsystem or component and interface to other systems (outlined in the requirements) will be
implemented and tested, i.e., in developed hardware or software; by using COTS products; or to-
be-developed hardware or software or combinations of same. The bidder should indicate what
new product development (e.g., custom software, COTS extension or customization) and
integration products (e.g., services layer, glue code), if any, are required.

Datamaxx Response: The proposed Datamaxx Omnixx Enterprise, which includes the Omnixx
Enterprise Platform® and the Omnixx Force® suite of solutions, provides a solid foundation for
deploying highly secure mission critical systems including message brokering, enterprise
searching, enterprise reporting, information sharing and access, data collection and workflow,
monitoring, and mobile capabilities — all from one server platform.

Omnixx Enterprise Platform

Omnixx Force

00

Built-in Modules

X

Q1w

W
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The core component is the proven Omnixx Enterprise Platform with Omnixx Message Broker and
Omnixx Force End User Interface, which provides NSP with a proven, scalable distributed
architecture second to none.

It provides all of the necessary services (Message Switch, connection management, queuing,
routing, message transformation, logging, reporting, and repository for users, devices, business
rules).

It provides support for all of the necessary protocols for connecting to the various National, State,
and In-State Systems (e.g. TCP/IP, HTTPS, TLS, REST, SOAP, MSMQ, DMPP-2020, etc.) and
provides an external adapter methodology that can be adapted for non-standard interfaces.

The recommended solution for NSP is to utilize the Omnixx Enterprise Platform to provide secure
connectivity to Nebraska agencies, the National Crime Information Center (NCIC) and the
National Law Enforcement Telecommunications System (Nlets) and additional information
systems as shown in the following Proposed Architecture diagram.

Proposed State of Nebraska Message Switch Architecture
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The high-level scope for this project will include the following with regard to the features and
functions of the Omnixx Enterprise Platform:
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e Compliance and support of transactions, codes and requirements of NCIC, Nlets, NSP
operating manual and published FBI updated Technical and Operational updates (TOUs).

e Maintenance feature to allow administrators capability to control and manage
transaction forms and associated elements list.

e Support for the modern web browsers

e Support for high availability and disaster recovery

e Phased approach for regional system providing support for existing socket connections
and enabling a smooth transition to web services.

e A web-based HTML 5 responsive web-based user interface (GUI) for front end user entry
and receipt of message key data.

e Support for Advanced Authentication and SAML 2.0.

e Support for the CJIS Security Policy and encryption for data at-rest and in transit.

e Support for administrative functions including managing users, devices, ori, and
configurations.

¢ Integrated reporting including statistics, user access, user access history, transaction and
security logs.

e Support for state data source interfaces including DMV-VTR, DMV DL/PRO, DMV DL
Photo, NSP PCH, NSP Hot Files, NSP Weather Process, NSP Batch Input, NSP Local LE
Agencies, NCIC and Nlets.

The following pages provide a detailed summary of the proposed system capabilities.
High level features include:

e Supports Multiple Messaging Formats (e.g. XML and Dot/Slash Text formats)

e Broadcast Messaging

e Guaranteed Message Delivery

e Message Forwarding, Spawning and Carbon Copying

e Monitoring, Alerts & Notifications

e High performance, responsive zero-footprint client that runs on desktops, laptops, smart
phones, and tablets

e Shared user repository via web services

e Integrates with LDAP, Active Directory, SAML 2.0 (as a Service Provider)

e Compression

o Powerful differencing and synchronizing engine

e Robust web-based user management/separation of duties

e Restrict application and transaction access to configurable roles

e SQL Server Reporting Services Integration

e SOAP and REST Support

e XML, JSON, JavaScript, HTML, XSLT, CSS

e Multiple Tier-1 Proxies — secure access in the DMZ

e Full Audit Logging with Searchable Logs — simple and complete queries; scheduled search
jobs for large data sets and broad time ranges (e.g. multi-year) email the user when
complete.

Datamaxx Applied Technologies, Inc. 6 RFP No. 6724 71
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e Schedule-Based Alternate Routing — non-24 hour agency devices automatically alt route
to 24 hour devices on nights and weekends
e FIPS 140-2 CJIS compliant encryption.

The Omnixx Enterprise Platform is a proven and robust platform providing many regional, state,
and federal locations a reliable system including the Federal Bureau of Investigation, Department
of Justice, Washington State Patrol, Louisiana State Police, Georgia Bureau of Investigation,
Nebraska State Patrol, Montana DOJ, North Carolina DOJ, South Carolina Law Enforcement
Division, Maryland DPS, South Dakota DPS, Mississippi DPS, lowa DPS, Puerto Rico DOJ, Guam
DOJ, and many regional locations in California, Georgia, and Florida. Many locations have been
using the Omnixx Enterprise Platform for over 10 years.

The Omnixx Enterprise Platform also provides best in class support for XML formatted message
exchange to Nlets, NCIC, as well as other systems that employ GJXDM (Global Justice XML Data
Model), and NIEM (National Information Exchange Model).

Datamaxx invented and published several technology standards that have been embraced by the
law enforcement community and all major law enforcement vendors.

These standards will provide:

1) DMPP-2020 —the Datamaxx Messaging Processing Protocol provides a standard approach
for communications and guaranteed message delivery. DMPP-2020 is now a standard,
used in over 30 States.

2) OFML — Omnixx Force Markup Language - defines a robust and consistent XML-based
method for exchanging law enforcement information.

3) DSEO — Datamaxx Standard Embedded Object — standard protocol to provide symmetric
support of non-text objects such as mug shots, stolen property photos, fingerprints,
driver’s license photos, etc.

DMPP-2020 DSEO0-2020 These provide a proven solid
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d today t id the exch f non-text
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such as .Net, SQL Server, and Windows OS technologies providing a flexible and familiar
environment that integrates natively with Windows. One example of deep integration with
Windows is that the Omnixx Enterprise Platform utilizes the core Windows kernel HTTPS driver
which provides high performance web services from the Windows core OS. This driver is highly
optimized and scalable and is the same driver used by Internet Information Services (IIS) to serve
up high performance web sites by Windows.

Another unique feature offered by the Omnixx Platform is it exposes Web Services for items
stored in repository (e.g. User Profiles, Device Configurations, Groups, Roles, ORls, Archive Log,
etc.) and to send and receive messages. These powerful features mean that any application
needing to access to the repository information and/or send and receive transactions, it can do
so in a secure and standardized way (XML over TLS 1.2) utilizing industry standard web services.
No other MSS vendor offers this flexibility.

The Omnixx Enterprise Platform is “n-tiered” and can be configured to have multiple tiers
distributed across multiple physical platforms, if desired. There is a “gateway” tier, an
“application” tier, and a

[ — Message
“database” tier that can be g Switch
co-located or placed on “ /
. . |11 ’
separate physical or virtual - /
. . LS // Firewall ‘\ TLS TLS [/
machines depending upon e N /
. . e AN !
the requirements for how it is oere [(—. \ /
. leb Server gy N 7
to be deployed within the Q= — OLEDB L
network. This provides many A (= E
. \ Tier-2 Tier-3
advantages for securing s Web Server (Database)

access to the data sources as 5

well as for scalability, Dl‘
redundancy, and disaster _
recovery.

The architecture is “firewall friendly” in that access between servers use standard Internet
technologies such as “Simple Object Access Protocol (SOAP)” and REST. This permits components
such as the repository database to be located within a secured network a protected by firewalls,
with no requirement to open access to any other function except those required by the Transport
Layer Security Protocol (TLS).

This is an important level of indirection, as it allows end user access to the user facing
components (such as the Web Server and communications components) but prevents any user
access to protect items such as direct host system or database access. This architecture also
provides distributed and delegated administrative capabilities via a web browser.

The system console web application is used to manage user profiles, devices, configurations,
reports, etc. It provides fine-grained control of the features by using certifications or roles to
control access to them. For example, an administrative user can be configured to access only
those user accounts within his or her agency, providing a way to delegate user maintenance in a
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restricted fashion. This fine-grained control provides a unique feature that is configurable to
provide access to functions within the system.

The Omnixx Enterprise Platform incorporates all communications, message switching and
routing, with access to all necessary data sources. The communications component will serve as
the hub for NSP users to access law enforcement related networks and databases.

It provides standard interfaces that facilitate the seamless integration of multiple types of
devices. It will add data content processing using open standards, including “XML”, while
maintaining compatibility with existing data streams.

It is inherently capable of handling any form of Binary data (e.g. images, documents), without
being restricted to fixed standards, such as the NCIC Image format specification. It will also allow
for “URL” based exchange of data, from any authorized Web based repository, using Web
Services and XML.

Datamaxx has been designing and developing Law Enforcement interfaces for over 2 decades,
and completely understands the intricacies of each protocol and interface.

Using the various protocols, the Omnixx Enterprise Platform provides a seamless transition to
new technologies, providing a platform for future growth, and at the same time provides support
for legacy interfaces and protocols, where applicable.

This is especially important to regional systems whereas 3rd party systems can continue to
operate using their current documented interface control strategies, and the platform will
provide uninterrupted support. Datamaxx has proven experience transitioning to the new
platform while support legacy interfaces.

The Omnixx Enterprise Platform® also provides the Omnixx Force® HTML5 end-user interface,
which is a high performance, responsive zero-footprint client that runs on desktops, laptops,
smart phones, and tablets. It provides an easy to use, modern interface with easy to use fill-in
forms and command line entry, and a variety of user options for message display, saving
favorites, and workspaces for commonly used forms.

The screenshots below depict the interface on a desktop, tablet, and smart phone device.
Responsive design is incorporated enabling the interface to adapt to the screen size of the device
it is being presented on. In addition, the interface is optimized for mobile users to provide
commonly used queries (Person, Vehicle, Article, Boat, and Gun) and provides advanced features
for desktop users such as workspaces for multiple forms and mailbox undocking for multi-
monitor environments commonly used by dispatchers. Also, command line, configurable
keystrokes, favorites, most recently used forms, night mode, and many other properties are
saved for each user giving each user the ability to customize the interface for their use.
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For Omnixx Enterprise performance monitoring, interface status, queue status and management,
etc., the platform includes Omnixx Monitor, an operational dashboard that provides a visual
display of the system, including real-time statistics, CPU, disk, memory health, messages per
second, database and website available, queue status, interface status and message statistics.
Critical events that exceed a threshold (such as high CPU or memory use, or disk space low) will
log entries into the Windows Event log, which can trigger notifications to system administrators.

The Omnixx Enterprise Platform also provides the tools to make changes to existing message keys
and the addition of new message keys by authorized administrators.
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The Omnixx Enterprise Message Log Viewer provides the ability to search logged messages by
any combination of the search fields. These include source and destination credentials, ORI,
specific fields and free text.

The screen shot below depicts the search fields available in the OEP Log Viewer. Multiple field
combinations are supported as well as multiple items within a search field by separating them
with a comma. For example, entering “QW,QB,QA” in the MKE search field will return records
where the MKE equal QW and QB and QA. The same technique applies to the other search fields
allow multiple values in each field, and multiple fields simultaneously.

The Date and Time search fields can be used to further restrict the date range of the search and
free text searches can be entered into the Summary field to include searching the message
summary field, and they payload of the message text by selecting the “Include message detail
when searching message summary” checkbox. Results may also be ordered by selecting the Asc
or Dsc radio options for ascending or descending order.

@B Omnixx Enterprise Platform Message Log Viewer

Begin Date IU‘3|’1 072015 End Date IU‘3F1UQ{]15 Interface INI .
Begin Time IU’DZUD:GD End Time |23:5‘3:5‘3 Application INl .
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Subagency I Device I Address I
MKE I Reference ID I Sequence #I
Summary I E [Jinclude message detail when searching summary?

Order By Date/Time (JAsc ® Dsc | Database |Current Audit Database [JDo not include page count

Clear Summary | Find | Reset | Summary Report | Detail Report

Omnixx Enterprise Message Log Viewer
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The OEP Log Viewer supports complex search criteria using multiple combinations of Boolean
operators including the AND & OR operators. Selecting the “...” button () next to the Summary
field will display an interface enabling the operator to construct search criteria including AND &

OR operators in multiple combinations.

The Message Log Summary Report is accessed by clicking the “Summary Report” button.

Omnixx Enterprise Platform Message Log Report

Date/Time = Summary < Reference = | Event Type = | MKE = User = | Device =

06/25/2013 07:14:51 QV: 143XVB, WA 035500007Q. Input Message av BIAC6593  SEAPD

06/25/2013 07:12:56 QV: GO4MC, WA 035500007M Input Message av BIAC6593  SEAPD

Qv: M698593, OR 035500007H Input Message av BIAC6593  SEAPD

av BJIAC6593  SEAPD

06/25/2013 07:10:22

Input Message

Qv: B67500G, WA

QVv: B06233E

06/25/2013 06:11:28 qv:

06/25/2013 05:27:08

av BIACE593

Input Message av BIAC6593

Input Message av BJAC6593

The Message Log Detail Report is accessed by clicking the “Detail Report” button.

Message Detail Report

Sequence Number 21148419584108 WAD320100

av

B o3s5000009
Subagency WAD320100
Date/Time Received 06/25/2013 00:24:32

Event Type
Event Sub-type
Agency
Interface
Device Date/Time Processed

Address 167.72.132.132

Processing Time

Bytes Recived
Bytes Transmitted

Application OFBApplication
User BJAMS487

Summary av:

Message Detail

<QFML>

<HDR>

<1D>0355000009</1D>
<DAC>CHNPD</DAC>
<DAT>20130625002432</DAT>
<REF>0355000009</REF>
<MKE>QV</MKE>

<SUM>QV: </SUM>

</HDR>

<TRN>
<ORI>WAQ320100</ORI>
<WAC>13V0066213</WAC>
<IND>Y</IND>
<TRANS_OVERRIDE>N</TRANS_OVERRIDE>
</TRN>

The Omnixx Enterprise Platform provides standard reports that can be accessed by authorized

administrators.
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C. PROPOSED PROJECT MANAGEMENT PLAN

The bidder should submit a high-level project management plan which clearly identifies the work
to be completed during the message switch implementation. This plan must include project tasks,
deliverables, milestones, and associated dependencies. It shall also address risk management,
deficiency management, and project change management processes.

Datamaxx Response: Please see Appendix A for the high-level project management plan.

D. PROPOSED SCHEDULE

The bidder must submit a high-level schedule summary minimally representing the major
milestones and contract deliverables associated with the Implementation Plan.

Datamaxx Response: Please see Appendix B for the detailed draft schedule.
E. SECURITY RESPONSE

Bidders should provide a narrative of their overall approach to security. Security Proposal must
demonstrate both a full comprehension of the security requirements throughout this RFP and
associate requirements and plan attachment(s) and the intention to comply with these
requirements. The Security Response must indicate how the bidder will comply with all
personnel, physical, and technical requirements of the solicitation.

The bidder should describe its management structure and procedures for protecting NSP and
state data, information, materials, equipment, and facilities to which prime and subcontractor
personnel may have access. The bidder must describe the bidder’s security organization, showing
lines of communication to corporate management and explaining why this organization is
appropriate for the project.

The bidder should describe the pre-screening procedures to be used prior to submitting potential
employee candidates for facility and/or information access approvals and subsequent NSP
background screening

Datamaxx Response: The Datamaxx Secure Cloud meets all security requirements as required
under the FBI CJIS Security Policy as well as the Nlets Security Policy. Datamaxx undergoes an
Nlets audit on a biannual basis. This audit covers various layers of security, including
implementation best practices in terms of system design and configuration as well as social
engineering, personnel vetting and all around facility security with regard to physical access.

Every Datamaxx employee undergoes and must pass a national fingerprint based background
check. Additionally, our personnel are required to secure a certificate for Security Awareness
Training. This training and certification extends to NCIC Certified Operator training as well for
certain staff. All of which are done on a biannual basis.
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The Datamaxx Secure Cloud is located in the Datamaxx headquarters in Tallahassee, Florida.
This facility employs proximity badge readers for access to all exterior doors as well as certain
interior doors, based on a particular area. Visitors and/or contractors are not allowed
unescorted access to any area of the building.

F. IMPLEMENTATION PLAN RESPONSE

Attachment A to this RFP contains the MSS Implementation Plan. The bidder must describe its
understanding of the NSP’s requirements as expressed in the MSS Implementation Plan and
its approach to satisfying those requirements. The bidder must address methodology and
tools, assumptions, risks, applicable standards, deliverables, and deliverable content. The
response to the MSS Implementation Plan should minimally include:

i. Approach for the Development of Each Plan Deliverable — The bidder must provide a
textual description of their approach to conducting the activities and developing the
deliverables associated with the Implementation Plan. For each task, the bidder must
provide proposed activities, deliverables, descriptions of deliverable content, and
methods and tools to be used, if the bidder recommends any additional deliverables, they
should also be discussed here.

Datamaxx Response: The Datamaxx Implementation Plan is in line with NSP
Implementation Plan found in Attachment A. In this regard the plan will have a primary
end goal achieved via iterative deliverables and milestones.

Datamaxx will assign a dedicated Project Manager that will develop and manage a
schedule using Microsoft Project. The schedule will track all deliverables, activities,
resources and predecessors. Additionally, any dependencies, review periods, test cycles,
remediation cycles, etc. This schedule will be an IMS and a Work Breakdown structure will
be used as required for any sub task/project initiatives.

The communications plan will include a direct line between the Datamaxx Project
Manager and the NSP Project Manager. Both Project Managers will be responsible for
bringing in and rolling out of the project the relative subject matter experts and/or
resources associated with a particular area of the project. All meetings will result in
written meeting minutes with monthly status reports being distributed across the key
personnel and stakeholders. All document distributed as a result of the project will be in
electronic format, specifically email.

All requirements will be documented in a Requirements Traceability Matrix, wherein all
parties agree on the requirements that will be implemented in the solution and will be
subject to acceptance testing. This is line with the state’s requirement for an SRR and
ultimately an SDR.

Any changes in the scope of the project that either introduce or omit a feature, function
and/or requirement will be captured in a Change Request (CR). The CR will be developed
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by the respective Project Manager. All parties will agree to the CR by signing the
document. Should it be necessary to capture any cost adjustment as the result of the CR
a contract modification or purchase order would be issued by the state.

The majority of deliverables are part of a COTS solution. With that in mind, Datamaxx will
provide test script results. This includes a Factory Test routine. Following such, the
remaining testing that will occur will account for all nuances relative to a state’s particular
configuration and/or custom components. All testing will close out following an
acceptance test period that brings the COTS, custom configurations and any custom
components together as comprehensive solution.

Detailed Schedule — A detailed Gantt-chart resource (staff) loaded Schedule in Gantt-chart
form. The Integrated Master Schedule (IMS) must include, at a minimum, all activities
required by the MSS Implementation Plan, including Management and Technical Reviews.
The Schedule should identify any schedule margin/reserve. The Schedule must provide
sufficient detail to demonstrate confidence that the proposed schedule is complete and
realistic. There is no minimum degree of detail required.

Datamaxx Response: Please see Appendix B for the detailed draft schedule.

G. OPERATIONS PLAN RESPONSE

Attachment B to this RFP contains the MSS Operations Plan. The bidder should describe its
understanding of the NSP’s requirements as expressed in the MSS Operations Plan and its
approach to satisfying those requirements. The bidder must address methodology and tools,
assumptions, risks, applicable standards, deliverables, and deliverable content. The bidder
should provide a textual description of their approach accomplishing the work in the
Operations Plan. For each task, the bidder should provide proposed activities, deliverables,
descriptions of deliverable content, and methods and tools to be used. If the bidder
recommends any additional items, they should also be discussed here. Minimally, the bidders
response should address the following topics as introduced in the Operations Plan:

System Interfaces. The bidder should identify applicable interface standards and discuss
any limitations in its implementation of those standards, interface capacities (average and
peak hour), as well as any assumptions, risks, or constraints.

Datamaxx Response: The system interfaces use industry standard communications
protocols and techniques. Note that the actual performance and potential throughput is
dictated by the data source, and is not a function of the interface. Thus the capacities are
presented as the potential that can be achieved from the perspective of the Message
Switch.

A general assumption is that the data sources are available at all times, which is outside
the control of the Message switch, unless noted. Error handling is provided where
applicable, that will notify a user that the data source is not available.
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Note that the NCIC CCH and NCIC NICS interfaces will convert to Web Services and NIEM
when they will become available from NCIC. OFML is an XML implementation designed

specifically for efficient data exchanges. DMPP-2020

The following is the table of interfaces.

Standard Interface \ Data Format Peak Capacity Constraints

Web Service, http NSP PCH XML for PCH 5 Msgs/Sec

Web Service, https | DMV VTR OFML 10 Msgs/Sec | SSL Certificates
that expire must
be maintained

Web Service, http DMV DL/PRO String for 10 Msgs/Sec

ocio

Web Service, https | DMV DL Photo XML/SOAP 5 Msgs/Sec | SSL Certificates
that expire must
be maintained

Web Service, http NLETS NLETS 8 Msgs/Sec

NIEM/GJXDM

Web Service, https | NCIC Hot Files NCIC NIEM 10 Msgs/Sec | SSL Certificates
that expire must
be maintained

TCP Sockets NCIC CCH NCIC String 10 Msgs/Sec | Will convert to
Https/NIEM. SSL
Certificates that
expire must be
maintained

TCP Socket NCIC NICS NCIC String 5 Msgs/Sec | Will convert to
Https/NIEM. SSL
Certificates that
expire must be
maintained

DMPP-2020 NSP Hot Files OFML 8 Msgs/Sec | Integrated with
the Message
Switch

DMPP-2020 NSP Batch Inputs OFML 8 Msgs/Sec Data inputs are
provided by
external systems

Web Sockets Omnixx Force OFML 10 Msgs/Sec

Clients

DMPP-2020 Remote systems OFML 10 Msgs/Sec | Data inputs are
provided by
external systems

DMPP-2020 NSP Weather OFML 2 Msgs/Sec

Process
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The aggregate throughput capability of all interfaces on the Message Switch is upwards
of 40 Msgs/second, averaged over several minutes. Normal operation on the current
system is approximately 5 — 7 Msgs/second, depending on time of day and user activity.

Report Generation. The bidder should describe how authorized personnel will access and
inspect the MSS. The bidder should describe the logging mechanism and how these are
available to authorized personnel. Logs should inform of who accessed and who hanged
what information.

Datamaxx Response: Report Generation

Omnixx Force
% Mif;osoft
& SQL Server

Reporting Services

The Omnixx Enterprise Platform integrates with Microsoft SQL Server Reporting Services
(SSRS), which provides a set of tools and services to create, deploy, export, schedule, and
manage reports.

The Omnixx Enterprise Platform provides 36 standard reports as part of the solution
(listed below) and there are several of tools available for creating custom reports for SSRS,
including the SQL Server Report Builder and Visual Studio Code.

Datamaxx provides an entity relationship diagram as well as predefined data sets and
views enabling custom reports to be added by anyone familiar with SQL Server Reports.

Reports are accessed from the Reports tab, and the list of available reports that are
available to a user are controlled by a users’ role, controlled by administrators, and
provide the flexibility to deliver the right information to the right user.

The reports provide a variety of filters for ad-hoc reporting as well as the ability to
schedule reports for delivery.

This provides fine-grained control over who can access a report and which reports an
administrator authorizes the user to access.
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= 2 } Niw Subscniplios
- - Report Filters
f
[——
;-‘-':"l Datamas T
) Export Opticns
Agency Logon Sialus e Papart paraswion
Pasmre Morm W vna oo, s
- A .
(O) Omnixx Force Wekome Donnie Lewis
Reg
B Cor a2 ) > O ( oM v Q =
Mo
om Owiton |

[ ] ACCOUNTSAOMIN ) Accounts Adma A ° °
AGY_APP o Agency 20ICINOA I ASUIOS A ° °
o AGY_Cen Agency certhcanon sdamnistrator A ° °
= AGY_CLASS o Ageacy Class A ° )
AGY_CONFIG AQenCy (OnAELIOA BETAIL IO A ° °
. AGY_COuURs! ° Agency Course - < o
AGY_DEViCE Age @ PIWstrIner A ° °
R € ASY_nto Agercy A ° ]
B AGY_NST ° Agency Traming Instructor A 500 »
AGY_IOURNAL Agency souny A [ )
Agency Reporter A ° o
ATPPE704E  Agency Suser Adminatrates A ° °
° Agescy Super Forms. A ° °
Agency TAC A ° °
5 Agency tanng s3ma strater A ° °
AGY_user Agency uier sdmimstrator A ° °
CORECKAN_ADMN ° CHECARM_ADMIN A ° °
OMCAN_ustR 0 CRICKAN_UsER A ° )
COVPUANCLADVIN ° Comolence Aama A ° °
oevo oevo A 7% °
OMAX-ALL ° Full Access (AX Forms) A ° °

Agency Maintenance Report

record(s).

Provides details related to record maintenance for agency

Agency Use

each user, client device and/or ORI.

This report summarizes the number of each MKE sent by

Certification Maintenance Report

Provides details related to
certification record(s).

record maintenance for

Certification Summary

Provides a summary of Certification records.

Certification Transaction

certification.

Provides a list of which transactions are authorized by each

Client-Switch Interface Summary

Provides a summary of Client Switch Interface records.

Device Detall

Provides detail information for a specific Device record.

Device Maintenance Report

record(s).

Provides details related to record maintenance for device

Device Summary

Provides a summary of Device records.

Group Membership

Provides a list of members for Group records.

Datamaxx Applied Technologies, Inc.

19

RFP No. 6724 71




Nebraska MSS Modernization Project Volume 2 — Technical Proposal

Report Name Description
Group Membership Provides a list of members for Transaction Group records.
Group Summary Provides a summary of Group records.

This report summarizes the number of inputs, output and
Hourly Distribution total bytes, and input, output and total messages sent and
received over each interface by hour of day.

. This report summarizes when each interface was started
Interface Maintenance

or stopped.
Logon History Report Provides a list on the history of user logons.
Logon Status Report Provides a list on the current status of user logons.

These provide summary and detail reports for the search

Message Log Summary & Detail Reports results based upon the criteria entered for the search.

This report summarizes the number of each MKE sent by

MKE By Device each client device.

This report summarizes the number of each MKE sent by
each ORI.

This report summarizes the number of each MKE sent to
host interfaces such as NCIC, Nlets and DMV.

MKE By ORI

MKE By Switch-Host Interface

This report summarizes the number of each MKE sent by

MKE By User each user.

Omnixx Host Switch Summary Provides a summary of Host Switch records.

Omnixx Switch Summary Provides a summary of Omnixx Switch records.

ORI Summary Provides a summary of ORI records.

Subagency Detail rPer(c;c\)/riges detail information for a specific Subagency

Provides details related to record maintenance for

Subagency Maintenance Report Subagency record(s).

Subagency Summary Provides a summary of Subagency records.
Switch Host Interface Summary Provides a summary of Host Interface records.
Transaction Group Summary Provides a summary of Transaction Group records.

Provides details related to record maintenance for user

User Certification Maintenance Report certification record(s).

User Certification Status Provides a list on the status of user certifications.
User Certification Status Provides a list on the status of user certifications.
User Detail Provides detail information for a specific User record.

Provides details related to record maintenance for user
record(s).

User Summary Provides a summary of User records.

User Maintenance Report

iii.  Support Services. The bidder should describe the approach to identifying, responding to,
resolving and tracking problems. The bidder should identify which support services are to
be performed on-site and which will be remote. The bidder should describe how
configuration management will be provided.

Datamaxx Response: The Datamaxx Technical Support team of professionals provides
24X7X365 support to our client base. Support is provided via a dedicated toll free number
as well as via email for non-urgent calls for service. Datamaxx uses the Salesforce
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application to log and track support cases. In the event a client reported issue has not
been resolved during the initial call for assistance, the case enters an escalation process.
The initial step is to assign the issue to an appropriate category. Datamaxx will respond
to and correct errors, defects, and malfunctions, in accordance with the following
schedule.

CATEGORY SEVERITY

1 A defect causing crashes of the system, the irrevocable loss or
corruption of data, or the loss of a mission critical system or
software functionality. No documented work-around s
practicable.

2 A defect causing crashes of the system, the irrevocable loss or
corruption of data, or the loss of a mission critical system or
software functionality,. A documented work-around s

practicable.

3 A defect causing the recoverable loss or corruption of data, or
the loss of system or software functionality that is not mission-
critical.

4 A defect that does not materially affect the operation of the

system, such as minor imperfections to the user interface or
items that function properly but do not meet client
requirements.

5 There is no defect; however, the Customer may request a
change to the subject item through the Enhancement Request
Process.

Depending upon the cloud environment the state chooses support services can be
provided in either a remote or onsite capacity. For example, should the Datamaxx Secure
Cloud be utilized then all support services would be provided onsite, by the respective
Datamaxx personnel. Should the state pursue a third party cloud (MS Azure), all support
services will be provided in a remote capacity.

Despite being remote and/or onsite the approach to identifying, responding to, resolving
and tracking problems is identical.

iv.  Customer Support. The bidder should describe the proposed Customer Support services.
The bidder should identify what is automated or has automation support, what kind of
automation support is proposed, what support priorities are and what the Support Service
Level Agreements (SLAs) are.

Datamaxx Response: As indicated above, the Datamaxx Technical Support professionals
receive calls for service either via email for non-urgent matters or through a toll free
number. A case number is assigned from the salesforce application to all emails received.
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Responses are sent back to the email indicated the case number for all future
communications on the matter. All incoming calls will receive a case number at the time
the case is opened. The Omnixx system will allow users and/or TACS to manage user
related issues, such as password resets, etc.

In addition to traditional support wherein a user makes a request for service, the
Datamaxx Secure Cloud implementations are all deployed with monitoring tools that offer
automated support functions. These include such things as measuring the health and
wellness of the system, measure response against each interface, etc. Should any
monitored event result in abnormal response, Datamaxx technicians receive notifications
immediately so they can investigate and resolve the issue.

The Service Level Agreement provides for the following: System Management: Operating
System, SQL Server, Patch Management, Anti-Virus; COTS Software Management —
applying upgrades, hot fixes, patches, etc. Monthly reports will be distributed that
summarize all calls for service and the respective status. Should an issue not be resolved
during the initial call for service, and escalation process will deployed. Prior to the
escalation process, a category will be determined for the case based on the following
table.

CATEGORY SEVERITY

1 A defect causing crashes of the system, the irrevocable loss or
corruption of data, or the loss of a mission critical system or
software functionality. No documented work-around is
practicable.

2 A defect causing crashes of the system, the irrevocable loss or
corruption of data, or the loss of a mission critical system or
software functionality. A documented work-around is

practicable.

3 A defect causing the recoverable loss or corruption of data, or
the loss of system or software functionality that is not mission-
critical.

4 A defect that does not materially affect the operation of the

system, such as minor imperfections to the user interface or
items that function properly but do not meet client
requirements.

5 There is no defect; however, the Customer may request a
change to the subject item through the Enhancement Request
Process.

DATAMAXX will make an initial response to a Category 1 call within a maximum time-
period of one hour after receipt. Datamaxx will use extraordinary efforts to provide a fix,
work around, or patch to Category 1 bugs within four (4) hours after the bug has been
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Vi.

replicated and confirmed by DATAMAXX. Category 1 calls will be handled on a 24x7x365
basis.

DATAMAXX will make an initial response to a Category 2 call within a maximum time-
period of one hour after receipt. DATAMAXX will provide a fix, work around, or patch to
Category 2 bugs within twenty-four (24) hours after the bug has been replicated and
confirmed by DATAMAXX. Category 2 calls will be handled on a 24x7x365 basis.

DATAMAXX will make an initial response to a Category 3 call (phone or email) within a
maximum time-period of four hours after receipt. DATAMAXX will make reasonable
efforts to identify a resolution to Category 3 calls within thirty (30) days and to
incorporate Category 3 fixes in the next upcoming release of the product.

DATAMAXX will make an initial response to a Category 4 call (phone or email) within a
maximum time period of four hours after receipt. Category 4 calls will be handled on a
case-by-case basis.

DATAMAXX will make an initial response to a Category 5 call (phone or email) within a
maximum time period of twenty-four hours after receipt. Category 5 calls will be handled
on a case-by-case basis.

DATAMAXX will make an initial response to a Category 6 call (phone or email) within a
maximum time period of thirty six hours after receipt. Category 6 calls will be handled on
a case-by-case basis.

In the event that a resolution cannot be established for a failure during the
troubleshooting process, DATAMAXX will provide a workaround for any critical error in
an effort to ensure minimal downtime for the affected agency. This workaround shall be
considered “temporary” until a permanent resolution can be distributed.

Training. The bidder should describe the proposed approach to training and to ensure that
all applicable users and bidder staff are sufficiently trained and stay current.

Datamaxx Response: Datamaxx offers a variety of training solutions that are delivered in
a variety of configurations: e.g. web-based training; live in-person training; and pre-
recorded training sessions. Training curriculum is designed for a variety of user types,
including Train-the-Trainer; System Administrator Training; and End-User Training.
Additionally, as part of the Datamaxx Secure Cloud services, Datamaxx customers can go
to our web page to access the “Datamaxx Academy.” This academy offers monthly “Take
30” training webinars which cover numerous topics. Datamaxx customers can schedule
“Take 30” web-classes at their leisure and with no additional cost.

Program Organization. The bidder should describe the proposed Program Management
Office (PMOQ). The bidder should discuss how the proposed PMO (including subcontractors
and vendors) is organized (an organizational chart should be included); how it fits into the
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bidder’s overall corporate structure (an organization chart should be included); how the
proposed PMO will interface with the NSP; and what the responsibilities are for key
persons. The bidder should identify and discuss the principal interfaces and reporting
mechanisms internal to and external to the PMO as well as elements of the bidder’s
Ssupport organization.

Datamaxx Response: Datamaxx utilizes a modified “Strong Matrix Organization”
structure as defined by the Project Management Body of Knowledge (PMBOK). This was
derived from the Project Management Institute (PMI) designed to deliver projects on
time, on budget, and with the desired results. This is coupled with deep experience
integrating PMI with multiple life cycle framework and CMMI methods to insure
successful delivery.

The Program Management approach begins with a robust Project Management Plan
(PMP). The PMP incorporates proven best practices and procedures that are measurable,
attainable, focused on quality, and cost savings. It provides the essential foundation to
reduce program risk, provide critical visibility to stakeholders, generate control tools for
managers, and produce steady, meaningful reporting results to the client. In addition, the
PMP incorporates the lessons learned from past achievements and previous challenges,
and provides best practices that continue to comprise a core part of our overall
methodology. Our Project Manager follows the PMP, it serves as an operating manual
helping to drive high quality, standardized, repeatable processes across tasks; enforce
compliance with client guidelines, policies, and regulations; and reduce costs and
establish successful partnership.

Our comprehensive management approach (see figure below) depicts the quality process
for all program products and services and that we have maximum management and
control of task milestones, schedules, cost, budget, risks, and deliverables. The six main
operating principles of our management approach are: 1) we will work within the contract
to always accomplish the mission; 2) customer satisfaction is paramount; 3) we will
establish clear lines of accountability, authority, and communication; 4) risk management
is essential and will be established at the programmatic, technical, and organizational
level; and 5) process improvement is core to all processes.
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Project Management Approach: Integrates all project aspects including technical,
schedule cost, quality, personnel, risk, and communication management.

vii.  Management and Technical Reporting and Reviews. The bidder should identify proposed
reviews, their purpose, frequency, participates, and any associated deliverables. The
bidder should acknowledge the reviews required in the Operations Plan. All reports should
be enumerated, their contents described, the frequency of reporting described, and the
recipients (organizations) of the reports specified.

Datamaxx Response: Datamaxx Project Manager will hold weekly meetings to discuss
current project status including accomplishments, week ahead, potential risk, etc. The
participants of the weekly meetings will include the Datamaxx key personnel relative to
the current portion of the project as well as respective state personnel. These weekly
meetings will end in the production and publication of a written set of minutes capturing
the salient points of the meeting. These meetings will be held in a conference call
environment allowing for participation regardless of location.

In addition to the weekly meetings, a series of Operational Program Management
Reviews (OPMRs) will begin 60 days following acceptance and continue on a semi-annual
basis. These meetings will cover the overall system performance including not only
technical functionality, but also service level objectives, etc. Datamaxx will work
cooperatively with the state to develop an agenda that includes but is not limited to the

following:
1. Performance against Service Level Agreements (SLAs).
2. Financial and schedule status.
3. Planned activities.
4. Action item status.
5. Problem report status.
6. Configuration management and quality assurance reporting.
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7. lssues and risks.
8. Other service level shortfalls and plans for corrective action.

These meetings will end with the publication of meeting minutes.

viii.  Facility Personnel. The bidder should describe the proposed staffing roster for the Primary
Site and the COOP Site. The bidder should show how staffing would be redeployed in case
the COOP Site needs to take over. All staffing roles should be identified, with an indication
of the responsibilities and reporting requirements for each role. The bidder should indicate
security measures that will be in place in respect to the bidder’s proposed facility
personnel.

Datamaxx Response: The Datamaxx Secure Cloud will have the following roles assigned
to a cloud implementation. All facility personnel have undergone a nationwide fingerprint
based background check; achieved certification for both CJIS Security Awareness and
NCIC Operator. Access to all cloud related implementations is based on a multi factor
configuration that includes proximity badge readers, user and password login, as well as
a PIN.

Facility personnel would not necessarily be deployed to the COOP site unless required.
However, the COOP site has all infrastructure personnel readily available performing all
system and infrastructure support and services. Datamaxx facility personnel will be
remotely managing the application side of the solution.

Responsibility Reporting Requirements

Cloud Support Team Oversee day to day operations. Supervisor, Technical
Answer, resolve and log calls for | Support

service, etc.
Field Engineer/System | Apply Omnixx updates, testing Manager, Field
Administrator releases, escalated support Engineering & Support
issues, configurations
Cloud Administrator System updates: Windows, SQL, Director, Cloud & IT
Anti-Virus. Oversees all auditing | Services

and security routines.

ix.  System Security. The bidder should describe the approach to establishing the managing
system security over time. The bidder should explain and provide for ongoing compliance
with NSP’s security requirements.

Datamaxx Response: The Datamaxx Secure Cloud undergoes constant review to insure
that all best practices in managing overall system security are employed. Datamaxx
conducts self-assessments on a quarterly basis, including ethical hacking scenarios. All
security patches are kept current with release publications and during the regular Nlets
audits, all security requirements are reviewed for compliance. Datamaxx will review the
NSP security requirements on a quarterly basis to confirm compliance. Should it be
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necessary to review and/or discuss specific NSP security requirements, such discussions
will be conducted during the OPMRs.

x.  System Maintenance. The bidder should show how the system is maintained over time.
Maintenance is applicable to all software, hardware, services, inputs and interfaces that
are required to operate the MSS. Maintenance includes regression testing and issue
resolution after a change. The bidder should describe the approach to periodic
maintenance reviews, the required hardware refreshes, system software updates and
feature upgrades. The bidder should describe the approach to minimize downtime during
scheduled and unscheduled maintenance.

Datamaxx Response: The Datamaxx Secure Cloud adheres to a policy and procedures
manual that outlines the manner in which all aspects of the cloud are maintained,
including software, hardware, services, inputs and interfaces, etc. As previously stated,
all third party applications, such as MS Windows Server, SQL and Norton Anti-Virus are
subject to the manufacturer’s release schedule. The Datamaxx release schedule is as
follows: Major releases are available on an annual basis with service packs typically issued
quarterly and/or hot fixes released as needed. Minimizing downtime during maintenance,
whether scheduled or unscheduled is achieved by deploying a system that allows for a
clustered environment as well as any pre-staging events that can occur prior to the
maintenance window. All releases are placed into the respective test system first,
qualified that no issues are introduced; any issue resolutions and/or enhancements are
correct and then at a scheduled time are promoted to production.

xi.  Response Time Management. The bidder should describe the approach to monitoring and
managing system response performance.

Datamaxx Response: The Datamaxx Secure Cloud has several levels of monitoring that
occur in order to manage overall system performance. With regard to response times,
there is a particular application that Datamaxx deploys wherein a message is sent to each
interface, and for any response times that exceed 1 minute, alerts are sent out to the
respective team.

xii.  Correction of Deficiencies. The bidder should describe in detail how deficiencies are
identified, categorized and triaged for resolution. The bidder should explain how the NSP
is informed of the status of a deficiency log and which personnel is involved how in
decision-making, depending on the priority of deficiencies.

Datamaxx Response: Datamaxx team members, representing various groups within the
organization meet twice per week to review deficiencies and/or enhancements in order
to categorize and ultimately publish a release to address the issue. In the case of an urgent
matter, a meeting is immediately convened so a hot fix and/or workaround can be
established to address the issue. If the system is still in a project state, the Datamaxx
Project Manager will communicate to the NSP Project Manager on details surrounding
the issue. If the system is in a fully operational state, issues will funnel through the
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Xiil.

Xiv.

Datamaxx Technical Support team, who will spearhead the matter internally using the
same process as outlined above.

Configuration Management. The bidder should describe the approach to configuration
management across three separate environments per site. The bidder should describe the
approach to automated deployment between environments as well as ensuring that the
Primary Site and the COOP site are kept in synch. The bidder should describe how the NSP
will be kept informed and what decision-making may be needed to maintain effective
configuration management.

Datamaxx Response: The Datamaxx approach to configuration management is based on
four key elements: Identification, Baseline, Version Control and Auditing. Once the
systems are promoted to a production state, an initial baseline will be established and all
systems will be in synch with regard to version control.

Following initial promotion to production all systems will enter a maintenance period in
which the configuration management approach will apply. Items/issues are identified
through various means, including communication with clients; enhancements dictated by
the market; etc. When a release becomes available, whether it is a major release or a hot
fix, it is assigned a unique version number. All releases are first deployed in the test
environment. Once the test system has been qualified to insure the release provided the
expected result and didn’t introduce any new concerns, an updated schedule for the
remaining environments will be developed. Following the update of all environments an
audit will occur to insure that all systems are again at a specific baseline and ultimately in
synch with one another.

COOP. The bidder should describe the COOP services proposed within the provisions of the
Operations Plan.

Datamaxx Response: Datamaxx will provide a COOP plan following contract award. While
the state can declare a disaster, the contractor must do so within 2 hours of an event
causing disruption of services, otherwise the disruption is considered unplanned. The
provisions of the COOP plan will include the following:

1. The contractor responsibility for restoration of the solution.
2. The contractor shall be required to maintain regular and consistent
communication with the state about the outage and steps taken to restore the

solution.

3. The contractor shall be required to make a declaration of a disaster and invoke
the Disaster Recovery Plan immediately.

4. The contractor shall restore the system data to a point no greater than 24 hours
prior to the declaration of the disaster by the state or the contractor.
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5. The state shall be able to log on to the disaster recovery site upon declaration of
the disaster by the state or the contractor.

To ensure the COOP services are readily available when needed, routine testing of
invoking these services will be performed. A schedule to perform such will be
cooperatively determined by the contractor and the state.

H. TecHNICAL REQUIREMENTS RESPONSE

Attachment C to this RFP contains the MSS Requirements Specifications, including the technical
requirements. Response instructions are included within the attachment. Responses are required
for each specification entry in Attachment C. an omitted response will be assumed to be same as
a response of “not available.”

Datamaxx Response: Datamaxx provides responses to the MSS Requirements in Attachment C
under separate cover.
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